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HOW TO START

TYPES OF ANALYSIS

» Static analysis

» Analyzing looking at the malware.
» Dynamic analysis

» Analyzing by executing the malware
» Memory analysis

» Analyzing the RAM for artifacts.




TECHNIQUES

STATIC ANALYSIS DYNAMIC ANALYSIS

» File type. » File system activity.

» Hash /tuzzy hash. » Process activity.

» Strings search. » Network activity.

» File obfuscation detection (packers). » Regqistry activity.

» Imports. » Collect memory artifacts.
» Disassembly. » Dropped files.

» Screenshots.
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00481019 push b ; duClsContext
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90401022 ball  ds:CoCreatelnstance User-Agent: FJUR (compatible; MSIE 6.0;
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= 3 File View Go Help

ds:SysAllocString

00461036 call
0646103C push
064610641 mov
004610648 mov
06461050 call

00401056 lea ecx, [esp+28h+puvarg] Q0000 M @8 w =T
064810654 mov ESly S misab85 exe pFile Data Descniption V
0040165C mov eax, [esp+28h+ppv] 00000000  5A4D  Signature M
08401068 push  ecx MS-DOS Stub Program 00000002 0090  Bytes on Last Page of File
08401061 lea ecx, [esp+2Ch+puarg] o IMAGE _NT HEADERS 00000004 0003  Pages in File
08481065 mov edx, [eax] IMAGE _SECTION HEADER text 00000006 0000  Relocations
08401067 push ecx IMAGE SECTION HEADER data 00000008 0004  Size of Header in Paragraphs
08401068 lea ecx, [esp+3Bh+puarg] IMAGE SECTION HEADER .rsrc 0000000A 0000  Minimum Extra Paragraphs
0840106C push ecx IMAGE_SECTION HEADER _reloc 0000000C FFFF  Maximum Extra Paragraphs
0840106D lea ecx, [esp+34h+var_10] 5 SECTION text 0000000E 0000 Initial (relative) SS
00481871 push ecx SECTION data 00000010 0088 Initial SP
88481872 push esl ;- SECTION _rsrc 00000012 0000  Checksum
88481873 push eax i SECTION _reloc 00000014 0000 Initial IP
88401074 call dword ptr [edx+2Ch] 00000016 0000 Initial (relative) CS
00481877 push esi ; bstrString 00000018 0040  Offset to Relocation Table
004010678 call ds:SysFreeString 0000001A 0000 Overlay Number
8040167E pop esi 0000001C 0000  Reserved
0000001E 0000  Reserved
7 00000020 0000  Reserved
T l 00000022 0000  Reserved
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Dst Port https (443)

Seq: 153 A

cuckgo*y”

Compare this analysis to...

Source port:

cma (1050)

Destination port: https (443)
[Stream index: 291]
Sequence number: 153
[Next sequence number:
Acknowledgement number:
Header length: 20 bytes

(relative sequence number)
538 (relative sequence number) ]
130 (relative ack number)

Quick Overview Static Analysis Behavioral Analysis Network Analysis Dropped Files Admin

Hosts (0)  DNS (3) UDP(20) HTTP(0) ICMP(0) IRC(0)

P Flags: 0x18 (PSH, ACK)
Window size value: 17391
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rule pdf 1.7 contains few links {

meta:
author = "Sean Whalen”
last updated = "2017-06-068"
tlp = "white”
category = "malicious”
confidence = "medium”
killchain phase = "exploit”

description =

strings:
{25 50 44 46}

ascll wide nocase

$pdf magic =
$s anchor tag = "<a
$s uri = /Mihttp.+8)/ ascii wide nocase
condition:

$pdf magic at © and (#s anchor tag

“A PDFvl.7 that contains one or

alert udp SHOME NET any -> any 53 (msg:"BLACKLIST DNS request for

known malware domain guest-access.net - Gauss "; flow:to_server;
byte_test:1,1& 0xF8,2; content:"|0C|guest-access|03|net|00|";

fast pattern:only; metadata:impact_flag red, policy balanced-ips drop,
policy security-ips drop, service dns; reference:url,gauss.crysys.hu/;
reference:url, www.securelist.com/en/blog/208193767/Gauss _Nation_state
cyber _surveillance _meets banking Trojan; classtype:trojan-activity;
sid:23799; rev:2;)

ybox:Properties xsi:type="NetworkConnectionObj:NetworkConnectionObjectType">
NetworkConnectionObj:Layer3 Protocol>IPv4i</NetworkConnectionObj:Layer3 Protocol>
NetworkConnectionObj:Layer4d Protocol>TCP</NetworkConnectionObj:Layer4d Protocol>
NetworkConnectionObj:Layer7 Protocol>HTTP</NetworkConnectionObj:Layer7 Protocol>
NetworkConnectionObj:Layer7 Connections>
—<NetworkConnectionObj:HTTP_Session xsi:type="HTTPSessionObj:HTTPSessionObjectType">
- <HTTPSessionObj:HTTP Request Response>
—<HTTPSessionObj:HTTP Client Request>
—<HTTPSessionObj:HTTP_ Request Line>
<HTTPSessionObj:HTTP Method>GET</HTTPSessionObj:HTTP Method>
<HTTPSessionObj:Value>/wp-content/plugins/cached data/kl.exe</HTTPSessionObj:Value
<HTTPSessionObj:Version>HTTP/1.0</HTTPSessionObj:Version>
</HTTPSessionObj:HTTP Request Line>
—<HTTPSessionObj:HTTP_Request_Header>
- <HTTPSessionObj:Parsed Header>
<HTTPSessionObj:Accept>*/*</HTTPSessionObj:Accept>
<HTTPSessionObj:Accept_Language>en-US</HTTPSessionObj:Accept_Language>
<HTTPSessionObj:Accept_Encoding>identity, *;q=0</HTTPSessionObj:Accept_Encodir
<HTTPSessionObj:Connection>close</HTTPSessionObj:Connection>
- <HTTPSessionObj:Host>
—<HTTPSessionObj:Domain_Name xsi:type="URIODbj:URIObjectType">
<URIObj:Value>nerdmeetsgirl.com</URIObj:Value>
</HTTPSessionObj:Domain Name>
- <HTTPSessionObj:Port xsi:type="PortObj:PortObjectType">
<PortObj:Port_Value>80</PortObj:Port_Value>

(#s
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HOW TO USE YOUR ANALYSIS™ RESULTS

THREAT INTEL GOALS

» Who is behind the action. A Tough!
) What are their . A1 Challenging
» Where is the , Annoying

» When do they , simple

i i -
) are they conducting the operation.
o
» How do we their activities.

Expand Yowr search and Lterate, until no more
information are avatlable.




GET THE BIG PICTURE

HUNTING

» Threat research.
» Search for other samples.
» Different TTP.
» Another infrastructure.
» Understand attackers TTP over time.
» Get the big picture of a campaign or actor.

» Attribution?
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TODAY IS YOUR DAY

BACK TO REALITY

___ 1\ Number of new malware specimen
Le“ @ (countin millions)

» The adversaries more and more
malware.
3.38
— ﬂ 2.64}
» More than we can possible analyze. . q
20r “““““ § 2014 2015 2016 2017
» We have to operate in the while they

operate In secret.

4\ TEST

£
o
©
©
0
o

» Actors are criminal organisations or nation

895.82 m

719.15 m

State.

597.49 m

470.01 m

326.04 m

182.90 m

2010 2011 2012 2013 2014




IT'S A TRADEOFF

HUMANS DON'T SCALE

» How long does it take to reverse /\
engineer a sample? '

Manual code reversing

» How long does it take to create a
?

Interactive behavior analysis

Harder

Static properties analysis

» How long does it take to create efficient

? Fully-automated analysis

» Some analysis tasks can be automated.

» You still need humans at some point
(i.e. hunting, TTP, connecting dots)
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WELCOME TO REAL WORLD

WHAT IF. .. IHEDOESN'T(REVERSE

» You daily receive over 100k samples.
» You are asked to spot the relevant one.

» You shall automate almost all tasks.

.50 ...

» How to store and index TB of data?

» How to run the analysis?

REVERSE ns:ﬂml_l |||m

» How much horse power?







LOGICAL TASKS

ANALYSIS STEPS

» A good design is the key for your infrastructure success.

» You should start writing down your workflow.



HOW TECH CAN HELP TO AUTOMATE STUFF

MODERN TECH

» We are in the age of Big Data.

» Machine Learning to make better informed
analytic decisions.

» Modern graphical representation.

http://sq.ro/malwarez.htm



http://sq.ro/malwarez.htm

CLUSTERING AND SIMILARITY DETECTION

SIMILAR SAMPLES

» Malware clustered into

» Triage samples of the same malware.

» Similarity detection

» Common code could be implemented with

a different syntax
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A GOOD TRIAGE CAN SAVE YOU TIME

SAMPLE TRIAGE

» Prioritise (or skip) analysis.
» Runs some quick tasks to determine:

» If the sample has been analyzed.

» If the sample is from a known family.
» If the sample has some similarities.

» Comes before time consuming tasks.




READY TO STORE PB OF DATA

STORAGE

e I S G P g L e e R PR e o e
el B L -0 Dt Dbt - L Lol T

oy ey e T e e S ey e
(ol Tl ol okt ol of Tl ol [ P oy - &8
Rl -1 -3 -1 Lt -J-]-] = =

| Rl ol ol b ad T ol ol ol ]

T A Tar e Tt — & -

PR P O QOO O 2 O-0D
S B o B e S e S e e ) (S0

— 11.

i P BERBRQ R § O — B
B Bvepe g o g =

Hadoop

1

only for temporary / local data.

» MongoDB, Cassandra
» Lucene, Elasticsearch

» Flat files on distributed file system.
» RDBMS,
» NoSQL datastore
» Indexes
» Cache
» Redis, memcached



SAMPLE EXECUTION IN CONTROLLED ENVIRONMENT

MALWARE PROCESSING

» Malware execution in safe environment.

» Think about your network usage.

» Multiple execution, results comparison.

» Collect and store only information you need.

» Using an hypervisor with low overhead could
save kittens.




WORKER MANAGEMENT AND BUSINESS LOGIC

ANALYTICS ENGINE
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» A middleware you have to develop
» Workers management

» Map reduce tasks

» Machine learning engine

» Distributed tools

» Apache Spark

» Apache Pig



THINK FOR SPEED

SEARCH SYSTEM

4

4

4

Traditional RDBMS may not be sufficient.
Handle variety of data structures.
Hadoop or other NoSQL may be better.
Index just what you really need to search.

Limit result query set.

{

" q9d": 1

"phrase": “the
quick brown fox jumps

over the lazy dog”

{

"_ad": 2

"phrase'": "The fat
brown dog"

}
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apk
----- *~ LAST ANALYSES
10000%1a1

| Perform static analysis on APK/DEX files. Will also run static analysis modules trying to extract configuration from known Android malware.
1l sym.func.1000043ff |

---------------------- apk, dex unix enabled
" finished
617523430197a190499f327211e01cb apk-verification
0%d§;2048§5{?80“:5§?i€:§}59:2990b2 Compare submitted APK with the one on the Google Play Store in order to verify if they were signed with the same certificate.
| : |
| (allfs_yih 1ap.setlocale I apk unix enabled
ov
Yoy fihed |
6{7523d3019fa190499f327211e07fch bamfdetect

0@de72e43d578045d9d 6359299¢b2d

Run BAMF_Detect on unpacked executables in order to detect known malware families and extract their configurations.

" finished unpacked_executable unix Disabled

~o  6f7523d3019fa190499f327211e01fcb
Al g;qggﬁzéﬂpdsm'p{ggmspmgmg

call syn.1mp.geten Submit the file to Cuckoo Sandbox (cuckoo-modified version).

cuckoo_modified

+" finished et pa et otat executable, word, html, rtf, excel, pdf, javascript, jar, url, powerpoint, vbs memory_dump, pcap unix enabled
6f7523d3019fa190499f327211e01fch
02de72e43d578c45d9d6359299cb24 eml
9"199991%93 Extract attachments from .em| messages.

..................... eml unix Disabled


https://github.com/endgameinc/binarypig
https://github.com/merces/aleph
https://certsocietegenerale.github.io/fame/
https://stoq.punchcyber.com/
https://github.com/sroberts/malwarehouse
https://github.com/sroberts/malwarehouse
https://github.com/quarkslab/irma
https://github.com/ANSSI-FR/polichombr

QUESTIONS ?

No kittens were harmed in the
production of this slideshow.
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