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MALWARE… IS 
MALICIOUS SOFTWARE

YEAH, IT IS.



MALWARE 101
CRASH COURSE



HOW TO START

TYPES OF ANALYSIS

▸ Static analysis 

▸ Analyzing looking at the malware. 

▸ Dynamic analysis 

▸ Analyzing by executing the malware 

▸ Memory analysis 

▸ Analyzing the RAM for artifacts.



TECHNIQUES

STATIC ANALYSIS

▸ File type. 

▸ Hash / fuzzy hash. 

▸ Strings search. 

▸ File obfuscation detection (packers). 

▸ Imports. 

▸ Disassembly.

DYNAMIC ANALYSIS

▸ File system activity. 

▸ Process activity. 

▸ Network activity. 

▸ Registry activity. 

▸ Collect memory artifacts. 

▸ Dropped files. 

▸ Screenshots.









ACHIEVEMENTS

REPORT & INTEL





THREAT HUNTING
TRACKING ADVERSARIES



HOW TO USE YOUR ANALYSIS’ RESULTS

THREAT INTEL GOALS

▸ Who is behind the action. 

▸ What are their goals. 

▸ Where is the infrastructure. 

▸ When do they operate. 

▸ Why are they conducting the operation. 

▸ How do we thwart their activities.

Expand your search and iterate, until no more 
information are available.



GET THE BIG PICTURE

HUNTING 

▸ Threat research. 

▸ Search for other samples. 

▸ Different TTP. 

▸ Another infrastructure. 

▸ Understand attackers TTP over time. 

▸ Get the big picture of a campaign or actor. 

▸ Attribution?



ARMS RACE
CYBER SCENARIO



TODAY IS YOUR DAY

BACK TO REALITY

▸ The adversaries produce more and more 
malware. 

▸ More than we can possible analyze. 

▸ We have to operate in the open while they 
operate in secret. 

▸ Actors are criminal organisations or nation 
state.



IT’S A TRADEOFF

HUMANS DON’T SCALE

▸ How long does it take to reverse 
engineer a sample? 

▸ How long does it take to create a 
signature? 

▸ How long does it take to create efficient 
IOCs? 

▸ Some analysis tasks can be automated. 

▸ You still need humans at some point 
(i.e. hunting, TTP, connecting dots)



EVERYTHING IS FINE
ACTUAL STATE OF MALWARE ANALYSIS



WELCOME TO REAL WORLD

WHAT IF…

▸ You daily receive over 100k samples. 

▸ You are asked to spot the relevant one. 

▸ You shall automate almost all tasks.

… SO …

▸ How to store and index TB of data? 

▸ How to run the analysis? 

▸ How much horse power?



THINKING
DESIGNING IS THE KEY



LOGICAL TASKS

ANALYSIS STEPS

TRIAGE

DYNAMIC 
ANALYSIS

STATIC 
ANALYSIS

CLASSIFICATION INTEL

▸ A good design is the key for your infrastructure success. 

▸ You should start writing down your workflow.



HOW TECH CAN HELP TO AUTOMATE STUFF 

MODERN TECH

▸ We are in the age of Big Data. 

▸ Machine Learning to make better informed 
analytic decisions. 

▸ Modern graphical representation.

http://sq.ro/malwarez.htm

http://sq.ro/malwarez.htm


CLUSTERING AND SIMILARITY DETECTION

SIMILAR SAMPLES

▸ Malware clustered into families. 

▸ Triage samples of the same malware. 

▸ Similarity detection 

▸ Common code could be implemented with 
a different syntax



COMPONENTS
DESIGNING IS THE KEY



A GOOD TRIAGE CAN SAVE YOU TIME

SAMPLE TRIAGE

▸ Prioritise (or skip) analysis. 

▸ Runs  some quick tasks to determine: 

▸ If the sample has been analyzed. 

▸ If the sample is from a known family. 

▸ If the sample has some similarities. 

▸ Comes before time consuming tasks.

STRINGS

AV RESULTS

FILETYPE

FAMILY 
IDENTIFICATION

SIMILARITY 
DETECTION

ANALYZEKNOWN SAMPLE

YARA



READY TO STORE PB OF DATA

STORAGE

▸ Flat files on distributed file system. 

▸ RDBMS, only for temporary / local data. 

▸ NoSQL datastore 

▸ MongoDB, Cassandra, Hadoop 

▸ Indexes 

▸ Lucene, Elasticsearch 

▸ Cache 

▸ Redis, memcached



SAMPLE EXECUTION IN CONTROLLED ENVIRONMENT

MALWARE PROCESSING

▸ Malware execution in safe environment. 

▸ Think about your network usage. 

▸ Multiple execution, results comparison. 

▸ Collect and store only information you need. 

▸ Using an hypervisor with low overhead could 
save kittens.

FILES

MUTEX

SERVICES

NET 
TRAFFIC

SCREENSHOTS

MEMORY 
DUMP

REGISTRY 
KEY

DROPPED 
FILES

UNPACKING



WORKER MANAGEMENT AND BUSINESS LOGIC

ANALYTICS ENGINE

▸ A middleware you have to develop 

▸ Workers management 

▸ Map reduce tasks 

▸ Machine learning engine 

▸ Distributed tools 

▸ Apache Spark 

▸ Apache Pig



THINK FOR SPEED

SEARCH SYSTEM

▸ Traditional RDBMS may not be sufficient. 

▸ Handle variety of data structures. 

▸ Hadoop or other NoSQL may be better. 

▸ Index just what you really need to search. 

▸ Limit result query set.



CONSIDER USE CASE IN DESIGN

USER ACCESS

▸ API 

▸ Batch processing 

▸ Application 

▸ Custom web interface 

▸ Kibana 

▸ Infrastructure monitoring (zabbix & co.)



THE DEATH STAR DECOUPLING

EXAMPLE

CUCKOO

Sandbox workers

ELASTIC 
SEARCHHDFS

RABBITMQ

HASHER

Triage workers

YARA ETC..

AV

MEMCACHED

COLLECTOR
Sample submission

Queued 
task

PROCESSOR

MONGODB
API

Web



YOU HAVE TO PUT YOUR GLUE

TOOLS
▸ Most real infrastructure are closed / secret 

▸ Public malware sandboxes 

▸ Some open projects are just a starting point / PoC: 

▸ BinaryPig https://github.com/endgameinc/binarypig 

▸ Aleph https://github.com/merces/aleph 

▸ FAME https://certsocietegenerale.github.io/fame/ 

▸ StoQ https://stoq.punchcyber.com/ 

▸ MalwareHouse https://github.com/sroberts/
malwarehouse 

▸ IRMA https://github.com/quarkslab/irma 

▸ Polichombr https://github.com/ANSSI-FR/polichombr

https://github.com/endgameinc/binarypig
https://github.com/merces/aleph
https://certsocietegenerale.github.io/fame/
https://stoq.punchcyber.com/
https://github.com/sroberts/malwarehouse
https://github.com/sroberts/malwarehouse
https://github.com/quarkslab/irma
https://github.com/ANSSI-FR/polichombr


QUESTIONS  ?

@jekil 
alessandro@tanasi.it 

https://jekil.sexy

No kittens were harmed in the 
production of this slideshow.
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https://go.jekil.sexy/hackinboat19

